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Abstract  
 

This research examines the development of digital technology and the increasing intensity of 
personal data processing across various sectors, which have created new challenges to privacy 
and information confidentiality, particularly within the legal profession. In Indonesia, the 
enactment of Law Number 27 of 2022 concerning Personal Data Protection (PDP Law) has 
shifted the framework of ethical obligations within the legal and notary professions from 
merely moral obligations to binding legal obligations. This research also aims to analyze the 
legal and ethical implications of the PDP Law on client confidentiality obligations within the 
legal profession, as well as identify potential conflicts between the provisions of the PDP Law 
and the principle of advocate confidentiality. Using normative legal research methods through 
statutory, conceptual, and case studies, this research finds that the PDP Law expands the scope 
of legal professional responsibilities, including the obligation to implement the principles of 
lawfulness, fairness, transparency, and privacy by design. It can be concluded that the 
effectiveness of protecting client confidentiality in the digital era depends heavily on the legal 
profession's adherence to data security standards and the harmonization of professional ethics 
with positive legal provisions. These findings provide a significant contribution to strengthening 
the accountability of the legal profession amidst the growing threat of digital data breaches. 
 
Keywords: Data privacy, Legal professional ethics, PDP Law 2022, Client confidentiality, Digital 
security. 
 



     Ahmad Kusnadi,Nina Agus Hariati  
 
 

 
 
Al-Qadha: Jurnal Hukum dan Syari'ah ~ Vol. 2, Nomor 1, 2026 
 

116 

Introduction 
Currently, the development of information technology is increasingly rapid and very 

different from its beginning. Information technology has changed the pattern of people's lives 
globally and also simultaneously caused rapid and significant changes in the socio-cultural, 
economic and legal framework. And one of the consequences of industrial progress is the 
transformation of social life in society. Since the Fourth Industrial Revolution (Industry 40), the 
dynamics of society continue to develop, covering various activities ranging from electronic 
transactions and social media interactions to the use of various digital platforms. Rapid 
technological progress in this era brings positive and negative implications for society. On the 
one hand, technological progress facilitates communication and access to information for 
individuals and groups. On the other hand, technological progress also creates vulnerabilities, 
especially regarding the privacy of personal data. And also a special problem arises regarding 
how legal professionals maintain client confidentiality amidst the increasing problem of digital 
threats, while also fulfilling legal obligations regulated in Law Number 27 of 2022 concerning 
Personal Data Protection (PDP Law). 

The problem is further strengthened by the existence of supporting data showing that 
data leaks in Indonesia have increased significantly in recent years. Various public reports 
reveal that national, public and private information systems are often hacked targets, and 
most incidents involve sensitive data in data leaks. This kind of leak shows the need for strict 
regulations and a clear legal framework to protect personal data. The fact that the data leak 
occurred illustrates the pattern that the digital security in Indonesia is still unstable, and data 
protection is still not optimal. This has led to a decrease in the level of public trust in Personal 
Data Protection (PDP), especially due to concerns about the management of personal data. 

Previous research has indeed discussed the issue of data privacy in the technology realm, 
but has not identified many shortcomings in studies that specifically examine the implications 
of the 2022 PDP Law on legal professional ethics in maintaining client confidentiality. 

Until now, there is still a lack of research linking the implementation of the 2022 
Personal Data Protection Law with ethical practices in the legal profession in a comprehensive 
manner and its impact on the relationship between lawyers and clients. Because the Personal 
Data Protection Law establishes a comprehensive legal framework to protect personal data, 
ensures legal certainty and outlines the obligations of all stakeholders, including personal data 
subjects, data controllers, international organizations, companies, and government agencies. 
Because some professional ethics often collect and store client data as part of their 
professional activities, they bear significant responsibilities to ensure the safe handling of such 
information. Therefore, professional ethics must comply with applicable regulations governing 
the protection of personal data. The implementation of the Personal Data Protection Law is a 
very important guide for professional ethics in fulfilling their professional responsibilities. 
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This study aims to discuss the importance of understanding the impact of the 2022 
Personal Data Protection Law on the ethics of the legal profession, including the historical 
development of personal data protection in Indonesia, legal obligations in safeguarding client 
data, and professional accountability regarding data The main objective of this research is to 
strengthen the practice of protecting client data confidentiality and increase public trust in 
legal professionals. 

Methods 
The research applied in this paper applies normative legal research methods with a focus 

on the analysis of legal doctrine legislation and academic literature related to data privacy and 
legal professional ethics. The approaches used include a statutory approach to examine the 
provisions of the 2022 PDP Law, the Advocate Law and the Advocate Code of Ethics, a 
conceptual approach aimed at understanding the principles of confidentiality, digital privacy 
and professional responsibility and a case approach to review empirical relevance through data 
leak incidents in Indonesia. All data were collected through literature studies and analyzed 
qualitatively descriptively in order to provide in-depth meaning to the implications of the 2022 
PDP Law on client confidentiality obligations in the legal profession. 

Results and Discussion 
1. Legal Analysis of Personal Data Protection in the Legal Profession 

Law No. 27 of 2022 concerning personal data protection (PDP Law) represents a paradigm 
shift, shifting from an administrative approach to a rights-based approach. This approach 
emphasizes that personal data protection is an integral part of the right to privacy, as 
stipulated in Article 28G paragraph (1) of the 1945 Constitution. From an ethical perspective, 
this norm imposes obligations on advocates, notaries, and other professionals to maintain the 
confidentiality of client data, which is also part of the principles of fiduciary duty and 
professional confidentiality. Previous researchers have argued that this regulation broadens 
ethical regulations, extending to administrative, civil, and even criminal liability for violators. 

Therefore, the relationship between law, advocates, and clients is now governed by a 
professional code of ethics and public law. This is also reflected in Articles 39-42 of the PDP 
Law, which establish the principles of "lawfulness, fairness, and transparency." This requires 
data holders to guarantee the accuracy of data processing and provide comprehensive 
protection against misuse of personal data. These principles are relevant to the legal 
profession, as advocates and notaries often control and process clients' personal data, both 
digital and electronic, as well as case evidence. Some have emphasized that legal responsibility 
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is similar to that applicable under civil law; negligence in maintaining data confidentiality can 
be classified as "tort liability." 

Therefore, the legal profession has a legal obligation to ensure the integrity of data 
storage systems, both physical and digital. A real-life case exemplifying this urgency is the 
Ministry of Health's eHAC (Electronic Health Alert Card) data leak that occurred in 2021, in 
which 1.3 million users' data, including medical information, were leaked to the public. 
Although this incident occurred before the PDP Law was enacted, the case served as the basis 
for the creation of legislation aimed at imposing and strengthening sanctions for sensitive data 
breaches. In the context of the legal profession, discovering a similar or nearly identical breach 
could constitute a serious ethical violation, as it involves confidential client information, as 
regulated in Article 4 of the Indonesian Advocates' Code of Ethics. The weakness of data 
management in both the public and private sectors demonstrates the importance of integrated 
legal oversight between technology and professional ethics. 
2. Ethical and Legal Implications of the 2022 PDP Law on Client Confidentiality 

In terms of ethical implications, the application of the PDP Law shifts client confidentiality 
from a moral obligation to a positive legal obligation. A lawyer is not only required to maintain 
a trust in safeguarding confidential information obtained in legal practice, but is also required 
to ensure the security of client digital data through experienced and adequate techniques such 
as encryption and dual authentication systems. It is also affirmed that the digital lawyer 
profession in the post-PDP Law era must provide a "data protection compliance framework" 
similar to the principles of the GDPR (General Data Protection Regulation) applicable in Europe. 
Failure to comply with these established principles can result in legal consequences, including 
administrative sanctions and fines of billions of rupiah, as stipulated in Articles 57–60 of the 
PDP Law. 

In practice, implementing these legal obligations faces real challenges. Most law firms in 
Indonesia still store client data without adequate digital security systems. Research by Ariyanto 
(2025) showed that 62% of small and medium-sized law firms lack internal data privacy 
policies, which opens up the potential for data leaks through third parties such as 
administrative staff and cloud service providers. The Data Privacy Law also places legal 
responsibility on all parties in the data processing chain (data controller and data processor). 
Therefore, any data leak due to negligence by law firm staff can result in joint liability, as 
stipulated in Article 65 of the Data Privacy Law. 

The 2021 BPJS Kesehatan data leak, in which the data of more than 279 million Indonesian 
citizens was sold online, serves as a concrete illustration of the importance of protecting 
sensitive data, including personal and health information. Although the perpetrator was not a 
member of the legal profession, this case demonstrates the potential for similar or similar 
harm if an advocate's client data is exposed without adequate safeguards. According to 
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research by Fitriyanti (2024), the BPJS case marks a state failure to oversee compliance with 
sensitive client data. Therefore, the implementation of the Privacy by Design Law plays a 
crucial role as a "corrective instrument" to ensure accountability and ethics in every 
profession, including the legal profession. 

From a professional ethics perspective, the implementation of the Privacy by Design Law 
also reinforces the principle of professional responsibility through the obligation of advocates 
to implement "privacy by design" in legal activities. This means that, from the very beginning of 
a contract or legal document, an advocate is obligated to ensure that client personal data is 
used only for legitimate legal purposes. Violations of this principle can be considered a double 
violation—both in terms of professional ethics and positive law. A study by Amin, Bima, and 
Handayani (2025) has indeed shown that implementing the principle of privacy by design in the 
legal sector aims to increase public trust in the legal profession, particularly in handling cases 
involving sensitive digital data, such as those involving fintech, startups, online transactions, 
and related matters. 

Another legal implication is increased oversight by law enforcement agencies and data 
supervisory authorities. Article 58 of the Personal Data Protection Law stipulates that the 
Personal Data Protection Supervisory Agency has the authority to conduct investigations and 
impose administrative sanctions on data breaches by any legal entity, including law firms and 
notaries. In practice, this provision has expanded the jurisdiction of professional ethics 
oversight to organizations such as the Indonesian Advocates Association (Peradi), which 
coordinates with public authorities. This will create a system of checks and balances between 
professional responsibility and state authority in guaranteeing data privacy. 

Another relevant case concerns the 2020 data breach at Tokopedia, which involved 
approximately 91 million user accounts. Although this case is specific to the e-commerce 
sector, it is significant for the legal profession as it sets a legal precedent for applying the 
concept of data controller liability. According to Irmawati and Pieries (2024), if a similar 
concept were applied to the legal sector, advocates and law firms could be held liable for 
breaches resulting from internal system negligence. In other words, the PDP Law expands the 
scope of the legal profession's responsibilities from the ethical realm to the public legal realm, 
which has direct consequences for practice permits and also for professional reputation. 

Overall, the above explanation demonstrates that the Personal Data Protection Law (PDP) 
plays a crucial role as a legal instrument that integrates ethics, responsibility, and 
professionalism, as well as legal compliance within norms. However, the primary challenge lies 
in instilling ethical digital awareness among legal practitioners. Therefore, an update to the 
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advocate code of ethics is necessary to explicitly incorporate the principle of personal data 
protection, which is also part of the professional integrity standard. This step is in line with the 
lack of integration between legal norms and digital ethical awareness, and the enforcement of 
the PDP Law will be formalistic and ineffective in legal practice. 

Conclusion  
Law No. 27 of 2022 concerning Personal Data Protection has brought significant changes 

to the way the legal profession carries out its duties, including maintaining client 
confidentiality. This provision places data protection as a binding legal obligation, not merely a 
moral or ethical one. The application of the fundamental principles of the Personal Data 
Protection Law, such as lawfulness, fairness, transparency, accountability, and privacy by 
design, has placed new responsibilities on the ethics of advocates, notaries, and other legal 
professionals, as it aims to ensure client data security in all data processing, storage, 
management, and distribution. Recent major data breaches in Indonesia, such as those 
involving eHAC, BPJS Kesehatan, and Tokopedia, clearly illustrate the real threat to digital 
security and the direct impact on public trust. If a similar incident were to occur within the 
legal profession, the consequences would not only be an ethical violation but also a legal 
violation, with administrative and even criminal sanctions for the perpetrators. This study 
confirms that the legal profession must undertake a responsible digital transformation by 
integrating professional ethics and legal compliance through updating internal policies, 
improving digital security literacy, and implementing data protection standards in line with the 
PDP Law and international practices. Therefore, a system of strengthening oversight and 
collaboration between professional organizations and data oversight, as well as maintaining a 
culture of data security, is a key foundation for ensuring that client confidentiality is 
maintained in this risky digital era. Thus, the PDP Law not only carries out its legal performance 
but also serves as a crucial foundation for strengthening integrity, professionalism, and public 
trust in the legal profession. 
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